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Transform your digital investigations with powerful analytics and
collaborate agency-wide, securely and at scale
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Law enforcement agencies are overwhelmed with
the growth and complexity of digital evidence.

At the same time, they're experiencing a shortage In
skilled talent.



Digital Forensics Challenges
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Public Trust Is a real iIssue
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'Unacceptable delays' in examination of digital devices

Child abuse cases delayed by police g E m 2 ' *<in child abuse investigations despite calls for 'urgent
backlog review'
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Maryland State Police Computer Crime Lab dealing
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Law enforcers struggle with electronic
evidence challenges
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The Problem with the Approach Today...

Collect devices from Queue devices at the Turnaround time is a few weeks N
crime scene forensics lab / months N

LONG TIME TO EVIDENCE
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Case data stored Investigator provides Investigator reviews data Data is shared through
in multiple locations data to prosecutor and tags relevant evidence a portable case on DVD, USB
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MAGNET

Digital Investigation
Suite

Transform your digital investigations with
powerful analytics and collaborate
agency-wide, securely and at scale.
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MAGNET AXIOM

The Magnet Digital Investigation Suite was
designed to leverage your investment and
amplify the processing and analytics power of
AXIOM.
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MAGNET ATLAS

Manage Your Digital Investigations



Magnet ATLAS

Easily Organize Investigations
All aspects of an investigation are stored in
ATLAS, including:
* Forensic submissions
« Exhibit + evidence management
+  Examination Documentation
* People Mgmt + Accreditations

* Results + Reporting |LD =

- EXpenses
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* Case Archives

MARNET TECH TALK



Magnet ATLAS

Manage and Track Investigations
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EVIDENCE EVIDENCE
LOGGED PROCESSING

CASE ASSIGN
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MAGNET

Notify stakeholders of key events

Store and manage all case assets
centrally

Atlas API to integrate with other solutions

Initiate AUTOMATE workflows via
AUTOMATE
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how much?

OPEN & FLEXIBL £

MAGNET AUTOMATE

Automate your Mobile &
Computer Workflows
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Legacy Workflow

Resource-Intensive
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AUTOMATE Workflow

Efficient, Intelligence-lead Investigations
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AUTOMATE Workflow

Distributed Processing
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Magnet AUTOMATE
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Accelerate mobile investigations
with AUTOMATE

Monitor folder location/s

Automatic Platform Detection
Password lists for automated mobile decryption

Merge workflows and combine exhibits into a single
case



Case Study
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Impact & Benefits

Elimination of CSE backlog

Outsourcing costs removed

Guaranteed time to evidence + service level agreements
Management of standards & quality assurance

“Because time-to-evidence is now guaranteed inside 48 hours, investigators can
identify and act on relevant material quickly—examiners are freed from repetitive
tasks, and our computing power is being utilized 24 hours a day, 7-days a week.”

— Senior Digital Forensic Specialist
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Magnet REVIEW

Collaborate on Evidence Review
from Anywhere



Challenges with Evidence Review
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Sharing Digital Evidence Via USB or File Sharing

Challenges related to team collaboration, separated by distance
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Collaborate on Evidence Review from Anywhere
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EXAMINER INVESTIGATOR
Replace ad-hoc 1:1 distribution with
secure, centralized collaborative k‘éﬁ'ﬁﬁ
review
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Magnet REVIEW
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Streamline Evidence Review In One Platform

MAGNET
- - - - - - - REVIEW
Combine digital evidence review in one platform to deliver
new simplicity and ease of use
= Import evidence from Magnet AXIOM and other digital
forensic tools
= Create uniform & consistent reports across all your digital = = 5
evidence sources, including Mobile, Computer, Cloud, and
loT
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User Management and Audit
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EVIDENCE REVIEW

USER LOGS

SEARCH TERMS

COMMENTS & TAGS

DATE & TIMES

REPORTING

Flexible role-based access controls for different
user needs

Manage permissions for each case individually

Produce uniform & consistent reports

Automatically capture full case history including
user activity in case audit logs and case notes
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London’s Metropolitan Police Selects Magnet
Forensics, Microsoft Azure to Power Transformation
of Digital Forensic Evidence Review

“Our collaboration with Magnet Forensics and Microsoft
aims to ensure that digital evidence critical to
investigations is reviewed in a simple, timely, effective and
secure manner to ensure justice is achieved.”

— Darren Scates, Chief Technology Officer, London Metropolitan Police
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www.magnetforensics.com



