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GET IN FRONT OF GROWING CASE BACKLOGS. 
THIS IS THE FUTURE OF DIGITAL FORENSICS.



LOOKING TO IMPROVE CASE TURNAROUND TIMES 
FOR YOUR DIGITAL INVESTIGATIONS?

The time has come to empower frontline personnel to collect digital 
evidence for forensic investigations.

As computer and mobile device usage continues to explode, so does  
the number of virtual ‘crime scenes’ that need to be investigated – putting 
immense strain on relatively small computer forensics units responsible  
for data recovery and analysis. 
   
The primary issue is that there are more devices being seized than 
number of forensic examiners who have the time and resources required 
to analyze them, contributing to slowing case turnaround times and 
expanding backlogs that have grown from weeks to months – even years 
in some cases.  

This problem is intensified by the reality that there are a high number 
of unnecessary forensic investigations taking place, because frontline 
personnel don’t have the training or tools required to help qualify a 
computer for seizure.  With frontline personnel unable to play a role in  
the evaluation process, computer forensics staff often waste time and 
travel expenses getting to locations where someone else could have  
easily qualified (or dismissed) a computer for seizure.
 
And then there’s the trust issue.  Many trained forensic examiners fear  
that frontline personnel are not armed with the knowledge or skills 
necessary to conduct a preliminary assessment of a device that indicates 
whether or not it should be seized for further examination – and may 
even jeopardize the validity of their investigation by gathering evidence 
in a forensically un-sound manner.  
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The proliferation of the Internet & the increase in data capacity

The growth of digital media & storage capacity

The rise of Internet related communications
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HOW DO YOU GET IN FRONT OF THESE CHALLENGES? 
A PARADIGM SHIFT IS NEEDED.

A paradigm shift has begun among progressive organizations who  
want to increase investigative efficiencies by empowering their frontline 
officers to become a part of the investigation process.  The best way  
to do this is to give them the tools and support necessary to preview, 
evaluate and make forensically-sound decisions about computers  
that should (or should not) be turned into the forensics unit for  
further investigation.    

When frontline personnel are able to act as an extension of the forensics 
unit and perform a quick preview of a computer for Internet-related 
(including pictures and video) evidence on-scene, they are suddenly in  
a position to qualify devices for seizure - saving the forensics unit valuable 
time and money, and increasing the efficiency of the entire investigation.  

Over time, utilizing frontline personnel in the forensics process could 
significantly decrease the time it takes to turn cases around, and reduce 
digital forensics backlogs – making the lives of forensics examiners easier 
and accelerating the justice process.           

As more organizations adopt this progressive line of thinking and 
empower frontline personnel, they must do their due diligence to  
ensure the quality of the tools used in data preview and collection  
are easy-to-use and forensically sound.  

For this model to be successful, the forensics examiner must trust  
frontline personnel and the tools they use in every investigation. 

To address this growing concern Magnet Forensics has developed a 
product called IEF Frontline.  IEF Frontline is an easy-to-use, forensically 
sound, and affordable product that runs off of a USB flash drive.

How IEF Frontline can be used  
in the forensics processFI
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There are a number of different users that can benefit from IEF Frontline including:

Interested in trying out IEF Frontline for your unit or a unit in your agency?   
Please visit our website at www.magnetforensics.com or call 519-342-0195. ®

Rising cybercrime has left the RCMP program in Canada 
that investigates everything from child pornography 
to online fraud with a backlog that poses a serious risk 
to its work, says a newly released audit.  The auditors 
cited a need for “immediate attention” to “establish and 
implement clear strategic direction” to address backlogs 
and “gaps” in front-line service delivery.”

“
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1. Preview and collect data on the suspect’s computer on-scene 
2. Determine based on the preview if there is potential evidence for further investigation
3. Create preliminary reports and/or seize the computer 
4. Provide USB dongle to forensics unit and/or seized computer
5. Forensic examiner does full forensic examination 
There are a number of di�erent users that can bene�t from IEF Frontline including:
• Law Enforcement Investigators 
• Parole & Probation O�cers 
• Border Security & Customs Agents
• IT Security Personnel
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