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User Guide

Assumptions and requirements

Before using Magnet AXIOM, this guide assumes that you:

* Understand that Magnet AXIOM is a digital forensics tool made of two components:
AXIOM Process, which extracts evidence, and AXIOM Examine, which analyzes evid-
ence. However, forensic examiners must still interpret and contextualize the evidence.

* Have a basic understanding of digital forensic concepts.

* Have a basic understanding of computer hardware, software, mobile phones, storage
devices, and the cloud.

* Are familiar with your organization's investigative policies, procedures, and jur-
isdiction.

* Are familiar with using the computer where Magnet AXIOM is installed.

To learn more about how to equip and optimize your system for Magnet AXIOM, sign in to the
Support Portal to read the system requirements article.
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User Guide

What's new
8.0.0 « Updated Available features to indicate extended Comae support.
* Added acquiring EC2 Snapshot.
* Added View mobile evidence.
* Added Export messages and attachments to share with legal review-
ers.
* Updated information about route view in View evidence with geo-
graphical data.
7.10.0 + Added Available features.
* Updated EC2 Export and S3 Files to include new authentication
types.
* Added View evidence with geographical data and updated Browse
and dig deeper into artifacts with information about Route view.
7.9.0 * Updated Create exports for specific evidence types to include export-
ing summary information about an evidence source.
* Updated Export evidence to share with stakeholders to include
related items for chat messages in load file exports.
* Updated Files and folders to include a note concerning FAT32 Last
Accessed Date/Time values.
* Updated Files and folders to include the new Files and Folders ima-
ging process.
7.8.0 » Added the following overview topics: Assumptions and requirements,
Common terms in Magnet AXIOM, and Functions.
7.7.0 » Updated Files and folders to include ExFAT deleted file support.

* Updated Endpoint to include TLS1.3 support.
* Updated Export evidence for Magnet REVIEW to include the Magnet
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User Guide

Version Description

7.6.0

7.5.0

7.4.0

REVIEW SaaS option.

Updated Connect to an agent to include a file and folder listing from
the endpoint.

Updated Endpoint to reference the supported evidence items.

Updated Microsoft user account to include client credentials authen-
tication method.

Updated View raw artifact data in Text and hex to include viewing
data as protobuf.

Updated View Windows registry data to include collapsing items.
Updated Search with YARA rules to include support for YARA rules
from a Git repository.

Updated Apple to include iMessage as a separate acquisition source.

Updated Add endpoint manually to include Windows manual end-
points can be specified using an FQDN.

Updated Filter by criteria in the evidence Search and filter evidence
to include filter sets.

Added Save filter sets.

Updated Customize AXIOM Examine settings across cases settings
across cases to include media preview settings.

Updated Create an agent to include a link to the article AXIOM Cyber
signed macOS agents.

Updated Find more artifacts to include a link to the article Creating
custom artifacts from SQLite database hits.

Updated Image to include a link to the article Change the character
set encoding in Magnet AXIOM to match the encoding of .zip files.

Updated Customize processing settings to include GrayKey/VeraKey
discovery setting